Spatial Databases

Sample assignments



Exercise 6: SQL-I
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Schools & Churches

& DB Manager - [m] X

Database 5Schema Table

g @Impart LayerFile... @Expartto File ..

Providers Info | Table | Preview | WP Query (spatialdatabase_sbg) X
[ Gﬁ GeoPackage
¢+ @ Oracle Spatial sl Saved query ¥ | Name Save Delete Load File Save As File
+ @ postGls
= 5 spatialdatabase_sbg SSELECT * FROM

public

capital_city
capitals_top20
capitals_world
geography_columns
geometry_columns

— sbg_buildings
~ shg_districts
shg_roads ‘ ’
spatial_ref_sys
N f Spatialite Execute 156 rows, 0.024 seconds | Create a view Clear Query History
v W virtual Layers id geom osm_id code felass name type =
1 |20 0106000020797... | 63940359 1500 building Pfarr- und ... church
2 |23 0106000020797... | 66232058 1500 building Kloster Maria...  church
3 |26 0106000020797... | 66232062 1500 building NULL church
4 244 0106000020797... | 112738384 1500 building Neue ... school
5 (250 0106000020797... | 112738399 1500 building Volksschule ... school
6 [2780 0106000020797... | 2811863 1500 building NULL school b

v Load as new layer

- . Retrieve

Column(s) with unique values |id * | |V Geometry column | geom = e

Layer name (prefix) |sd100|s_churchas| Set filter
Avoid selecting by feature id Load

Cancel




Houses & area

& s Manager — [m] X
Database Schema Table
z . ImportLayer{FlIE... @Exportm File..
Pm‘g“:’; - Info | Table | Preview | WP Query (spatisldatabase_sbg) X
b B0 GeoPackage
' : Oracle Spatial ET Saved query * | Name Save Delete Load File Save As File
- PastGIS
- patialdatabase_sbg ares
- public
capital_city
capitals_top20
capitals_world
gecgraphy_celumns
geometry_columns
- shg_buildings
shg_districts
: shg_roads
spatial_ref_sys
» //” SpatiaLite
v 1] virtual Layers
1 b
Execute 1110 rows, 0.081 seconds | Create a view Clear Query History
id geom osm_id code fclass name type area -
1 27 0106000020797... | 66232063 1500 building Gasthof Maria... | house 981,7600076948...
2 47 0106000020797... | 68094654 1500 building NULL house 49.13625980060...
3 53 0106000020797... | 68094660 1500 building NULL house 236.0368001466...
4 54 0106000020797... | 68094661 1500 building NULL house 55.78037650085...
5 56 0106000020797... | 63094663 1500 building NULL house 58.19001475075...
] 70 0106000020797... | 68094912 1500 building NULL house 116.0320498834...
7 17 0106000020797... | 97244975 1500 building Zur Plainlinde house 411.6395860083..,
Load as new layer
| Cancel




Houses & area
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DeRR® @]@*ﬁﬁﬂ@p R GBaENOZ fﬁ"@a'mv %@#E'M'Q -
ﬁ@vﬂaﬁﬂ =, M E = ""‘\R‘x@"v B
fi e SN W T LAY '/' TSNS vy
ORT®TO lll--. . )" 'S ¥ 9‘:‘“‘.‘- “_ .' oy ~
SRR A Y e S Sy
i b'-znsstga'ﬁtabasa sbg 1 ‘. . " N “: o ‘@ 7, S ~§ o . I'4 ) ‘ &
i AP HANA ) % * ‘ ‘ s\ & *;’ :nn. %'\V O z L
» B MS SQL Server %, [} /. o "".IN * 5 ‘ & :
’ 5 \?\r’::;;mws <l ‘§~ %‘ R4 5 8 '0@‘. ny : n \
Layers P DR b :5, }i! t;-‘,""\ '-.';: * N
¢ A®TE-HEL ‘l-‘l,o,‘ oy énb-gg'-b" \
~ ¥/ 9 houses L o
i‘lf-m ,‘t.' v Q.{;Q 5&”&.
v [l 61 -74 ,... - « <@ i
M- IR A R
v/ [l 100-133 [ B
! [l 133- 180 ¢ ! 7 050' & .Qs ~ Q‘ .
v [ 160200 (4 PSR 2N & 4/ ~
I [ 203-279 < o \ " \ Il
| W o RN QP & ,
schools_churches ¥
| [l schools .~0~Q}‘: QQ‘ &
I [ sbg buildings !/ %.O D @ f,ﬁ S ’
3&,@% v~ &
Tl o8
[ ]
g " ’ ~
y 4 y et / S Ny N
* ~O ~ \/ ~ o '
O . -~
| Q Type tolocate (ctrl+) Coordinate | 348342 5206477 |95 scale 15240 ‘-| & Magrifier | 100% 2| Rataton |0,0° |2 V|Render ®epsgizeaz @




Distance buildings to the castle

&4 DB Manager

Databaze Schema Table

g B § EImpnrtLa\;Er,{File
Providers
@ GeoPackage
» @ Oracle Spatial
~ @ PostGls

~ = spatialdatabase shg
public
capital_city
capitals_top20
capitals_world
geography_columns
geometry_columns
~ sbg_buildings
- shg_districts
: shg_roads
spatial_ref_sys

L4 ,/ﬂ Spatialite
v 17 Virtual Layers

ﬁExpnrt to File

Info | Table Preview ' Query (spatialdatabase_shg) X

sacl, Saved query

Execute 41002 rows, 4. 189 seconds

id geom
1 1 0106000020797...
2 2 0106000020797...
3 3 0106000020797...
4 4 0106000020797...
5 5 0106000020797...
] ] 0106000020797...
7 7 0106000020797...
3 3 0106000020797...
9 9 0106000020797...

v Load as new layer

Column(s) with unique values |id

Layer name (prefix) | distance2castle

Avoid selecting by feature id

Create a view

osm_id

24403125

24403128

24403133

24403137

24403141

24403147

24403150

62643707

62643708

1500

1500

1500

1500

1500

1500

1500

1500

1500

code

felass name
building NULL
building Gummitechnilk ...
building NULL
building NULL
building NULL
building NULL
building Tapezierer ...
building NULL
building Spar

= | || Geometry column | geom

type

apartments
commercial
NULL
apartments
apartments
detached
retail

NULL

NULL

Save Delete Load File

distancelcastle
4242 A46044197...

4262.69323172337

4147.697501015...

4266.636983008...

4351.204246243...

4054.900872444...

4009.790554560...

5206.076898211...

5339.987552865...

Save As File

3

Query History

Retrieve
columns

Set filter

Load

Cancel




Distance buildings to the castle
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Project Edit View Layer Settings Plugins Vector Raster Database Web Mesh Processing Help
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Buildings within 500m of castle

& DE Manager - m] *
Databaze Schema Table
2: B § Elmpnrt Layer File ﬁExpnrt to File
Providers Info | Table  Preview | WP Query (spatialdatabase_sbg) X
2 6" GeoPackage
» @ Oracle Spatial sacl, Saved query * | Name Save Delete Load File Save As File
~ @ PostGls
= = spatialdatabase_shg
public = AS o
capital_city
capitals_top20
capitals_world
geography_columns 1 E
geometry_columns
~ sbg_buildings Execute 593 rows, 0.467 seconds | Create a view Clear Query History
- sbg_districts id geom osm_id code felass name type -
shg_roads .
X 1 14373 0106000020797... | 47011806 1500 building Krautwachterha... NULL
spatial_ref_sys
! 'ﬂ“ Spatialite 2 [14668 0106000020797... | 64946839 1500 building NULL NULL
b Virtual Layers
314621 0106000020797... | 58379411 1500 building Hasengrabenze., NULL
4 14622 0106000020797... | 58379418 1500 building NULL NULL
5 | 14623 0106000020797... | 58379419 1500 building Sperrbogen ... NULL
6 | 14624 0106000020797... | 58379423 1500 building Bianchi-Villa house
7 14625 0106000020797... | 58379424 1500 building Altes Zeughaus  NULL
8 | 14626 0106000020797... | 58379428 1300 building NULL NULL
9 14627 0106000020797... | 58379429 1500 building GroBes Zeughaus NULL
an [ 14R70 MNANENNNNINTAT B0270A21 1800 boildime e s e LY NN b
v Load as new layer
Column(s) with unique values |id = | || Geometry column | geom - EE};;:
Layer name (prefix) |500_castle Set filter
Avoid selecting by feature id Load




Buildings within 500m of castle

(Q *Untitled Project — QGIS
Project Edit View Layer Settings Plugins Vector Raster Database Web Mesh Processing Help
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v . <500 m
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Number of buildings within 1km of castle

DB Manager - m] *
Databaze Schema Table
L IE I = -
3] mport Layer File Export to File
Providers Info | Table  Preview | WP Query (spatialdatabase_sbg) X
2 ﬁ" GeoPackage
» @ Oracle Spatial s, Saved query ~ | Name Save Delete Load File Save As File
~ @ PostGls
~ = spatialdatabase_sbg
- ublic AS g
capital_city =
capitals_top20 4
capitals_world
geography_columns 1 E
geometry_columns
~ sbg_buildings Execute 1rows, 0.286 seconds | Create a view Clear Query History
i shg_districts e
shg_roads
spatial_ref_sys 1 1908
b / Spatialite
v 17 Virtual Layers
v Load as new layer
Column(s) with unique values - | |¥| Geometry column = Refrieve
columns
Layer name (prefix) |500_castle Set filter
Avoid selecting by feature id Load




average size of all buildings, which are within
1km distance to the fortress

&4 DB Manager - O >
Database Schema Table

"_: e § almport Layer/File... %Exportm File...

Providers

r @ GeoPackage

+ @ Oracle Spatial

+ @ Postais
* 2 spatialdatabase_shg

& public

|§| capital_city
capitals_top20

== capitals_world
gecgraphy_columns

Info | Table | Preview @ Query (spatisldatabase_sbg) X

sl Saved query ~ | Name Save Delete Load File Save As File

‘ b
geometry_columns

sbg_buildings Execute 1rows, 0,505 seconds | Create a view Clear e
sbg_districts avg_area

V" sbg_roads
EI spatial_ref_sys
4 ,/M Spatialite
v 7 Virtual Layers

1/298.6711628658...

v Load as new layer

Column(s) with unique values - | || Geometry column Retrieve
columns
Layer name (prefix) |500_castle Set filter

Avoid selecting by feature id Load

Lance!




Explanation

* We use the previous selection of the buildings within 1km to select
the buildings

* We add an area column for the buildings

* We wrap it all in an function



E10 User Access & Security

Mohamed Dhia TURKI



[ X dynamic_salzburg_turkim/postgres_edu@dynamic_salzburg

4.3 Creating and configuring users

Query Editor ~ Query History

1
2
3
4
5

CREATE ROLE carto_tur
LOGIN PASSWORD 'map';

CREATE ROLE Hintern_tur
LOGIN PASSWORD 'intern|;

Data Output  Explain  Messages  Notifications

ERROR: role "carto_tur" already exists
S0L state: 42710

4 DB Manager

Database Schema Table

E (58 Import Layer (File ..

Providers
r @ GeoPackage
¢ @ Oracle Spatial
+ @ PostGls
* B carto
O public
|§| capital_city
capitals_top20
; capitals_waorld

geography_columns

geometry_columns
7 intern_view

raster_columns

raster_overviews

o salzburg_dem
= shg_buildings
|7 sbg_districts

|7 sbg_roads
|7 security_geofence
= spatial_ref_sys

v W] virtual Layers

ﬁExpnrt to File...

Info Table Preview

sbg_buildings

General info

Relation type: Table

Owner: postgres_edu
Pages: 4575

Rows (estimation): 41002
Privileges: select

& This user has read-only privileges.

PostGIS

Column: geom

Geometry: MULTIPOLYGOM

Dimension: 2

Spatial ref: WG5S 54 f UTM zone 33M (32633)

Estimated extent: 344380, 25000, 5289227.00000, 360574,96875, 5303193.00000
Extent: (unknown) (find out)

& Mo spatial index defined (create it)

Fields




& DB Manager —

Database 5chema Table
EE - S
i E &x I.mpnrtLawerﬁIE... Em:mrttn File...
STIlEC Info | Table | Preview | 'Quer? (spatialdatabases) X |
b tﬂ Geo
g = Orac |§E| Saved query | - | Mame | | | Save | | Delete | | Load File | | Sawve As File
- Post | ——
- r 1 DELETE FROM =kbg roads
8 : .
- ¢ 2 WHERE id=5;
1] | [
| Execute | | Create a view | | Clear | Query History |
SQL error: DELETE FROM sbg roads WHERE id=5 returned 0 [ERROR:
permission denied for table sbg roads
1
|:| Load as new layer
] , Spat
b E Wirte
I Cancel

« [




TASK

* How to void passwords being known?

oAsking the user to create a new password on first login

oUsing a sort of encryption to secure the passwords



33 dynamic_salzburg_turkim/postgres_edu@dynamic_salzburg

Query Editor

1 REVOKE ALL ON sbg_buildings FROM intern_tur;
2 GRANT SELECT (id, name, geom, code, fclass, type) ON sbg_buildings TO intern_tur;

3

Data Output

GRANT

4.6 Column-level security

Query History

Explain Messages Notifications

Query returned successfully in 58 msec.

&4 DE Manager

Database 5Schema Table

iy —
E i ImpnrtLayer,.’FiIE... EExpurtto File...

r @ GeoPackage
¢ @ Oracle Spatial
~ @ PostGls

b= carto .
- - General info
= = intern
¥ @ f'_l-'h“’: Relation type:
capital_city Cwner:
capitals_top20 Pages:

capitals_world Rows (estimation):

Privileges:
geography_columns
geometry_columns
L= intern_view
- PostGIS
raster_columns
raster_overviews Calumn:
:=. salzburg_dem Geometry:
q sbg_buildings Spatial ref:
|7 sbg_districts Estimated extent:
9- Extent:
|7 sbg_roads

|7 security_geofence
spatial_ref_sys

L ,{9’ Spatialite

v W0 Virtual Layers

Fields

Providers Info Table Preview

sbg_buildings

Table
postgres_edu
45675

41002

ﬁ& This user has no privileges!

geom

geometry

Undefined (-1)

344330, 25000, 5259227.00000, 360574,.96875, 5303193.00000
{unknown) (find out)

- ﬁ& There is no entry in geometry_columns!

ﬁ& Mo spatial index defined (create it)




&4 DE Manager

Databasze Table

Schema

— S
E Import LayerFile... ExporttoFiIe...

Providers
r @ GecPackage
v @ Oracle Spatial
+ W PostGlS
b = carto
~ = intern
- @ public
capital_city
capitals_top20
capitals_world
gecgraphy_columns
geometry_columns
) intern_view
raster_columns

raster_overviews

—

salzburg_dem
sbg_buildings
shg_districts
sbg_roads
security_gecfence

(HE] ol ol o "] ]

spatial_ref_sys

v /7 Spatialite
b 80 Virtual Layers

- | X
Info | Table Preview ‘ 'Query {intern) & ‘
|5'JE| Saved query | = | Mame | | | Save || Delete || LoadFile || SaveAsFile |
1 SELECT id, name, geom, code, fclass, type FROM sbg buildings:
1 »
| Execute | 41002 rows, 3.503 seconds | Create a view | | Clear | | Query History
id nare geocm code felass type S
1 2903 MNULL 0106000020797... | 1500 building MNULL
2 6103 MNULL 0106000020797... | 1500 building MNULL
3 a7 NULL 0106000020797, | 1500 building NULL
4 12827 MULL 0106000020797... | 1500 building MULL
5 13781 MNULL 0106000020797... | 1500 building MNULL -

Load as new layer

Cancel




4.7 Row-level security

[« dynamic_salzburg_turkim/postgres_edu@dynamic_salzburg

Query Editor ~ Query History

1 -- create policy

2 CREATE POLICY +intern_shield ON sbg_buildings FOR ALL
3 PSING (security_level='public');

4 -- enable row-level security on table (only once)

5 ALTER TABLE sbg_buildings ENABLE ROW LEVEL SECURITY;
6

Data Oufput  Explain  Messages  Notifications

ALTER TABLE

Query returned successfully in 67 msec.

TO intern_tur

@ *Untitled Project — OGIS

Project Layer

=3
LA A AN 1%

Browser
LETv*e

¢ Favorites

Edit Vie Settings

v [V Spatial Bookmarks
b [&] Home
v [ C\ (Windows)
‘a GeoPackage
f Spatialite
- ' PostgreSQL
b = carto
> =C intern
= public
il SAP HANA
B MSSQL Server
+ @ Oracle
@ WMS/WMTS
@ Vector Tiles

& wes

) WFS / OGC AP - Features
Layers
@l T &~ T
v . Row security

Q Type tolocate (Ctrl+K)

Plugins

Vectar

=&

Database

Raster

2 0spp PP

n

Mesh  Prag

o

g Help

Web

EatUOR

Q Row security — Features Total: 13667, Filtered: 13667, Selected: 0

10

1l

g LT ERD
id name

34877 | Perron

2 34879 Studierendenhe...

3 34883 | WULL

4 34885 | NULL

5 34889 Blaue Gans

& 34891 | NULL

7 34895 | WULL

8 34897 | NULL

9 34901 SalzburgMuseu...

10 34903 | NULL

1 34907 | NULL

“=|Show All Features _

® =

code

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

1500

= & 5

fclass

building
building
building
building
building
building
building
building
building
building

building

type

NULL
residential
NULL
MNULL
hotel
MNULL
shed
MNULL
public
MNULL

NULL

0,0°

~ | & Magrifer | 100% +| Rotation

| v Render

Eepsci3i @



4.7 Row-level security (with intersection
B raric s iiniosiyes ivgommic sy

Query Editor  Query History

1 DROP POLICY intern_shield ON sbg_‘bu’lld"mgs;

2 CREATE POLICY Hintern_shield

3 ON

4 sbg_buildings FOR ALL

E TO

6 dntern_tur USING ( st_intersects|

7

a8

9

1@ 352387.509041571340058
11 352387.509041571340058
12 AND security_lewvel='public');

13

Data Output  Explain Messages Motifications

CREATE POLICY

Query returned successfully in 66 msec.

5255245.0675822
52586931.3366747!

(3 *Untitled Project — QGIS

Project Edit View Layer Settings Plugins Vector Raster Database Web Mesh Processing Help
hoBERRY (O RD
geom, ST_GeomFromText('Polygon ((352387.999041571340058 5206 @@V A WE W

Browser ®

354909, 84093548177T042976 5296931.3366T 0 vt @
354909, 84093548177042978 5295245.06758

Favorites
b+ " Spatial Bookmarks
b [& Home
» [ A\ (Windows)

@ GeoPackage

/7 SpatisLite
~ @ PostgresaL

b = carto

~ =C intern

= public

il SAP HANA
» B 1S SQL Server
» @ Oracle

@ WMS/WMTS

BB Vector Tiles
b XVE Tiles

& wes

7 WFS / OGC API - Features 3
Layers =)
o & T Ooo-%FO

| ] Row security intersection

P

e btlOR N-8-G-5

@ Row security intersection — Features Total: 930, Filtered: 930, Selected: 0
E % T E & D 2E E @&
_uid_ id name code felass

1 1 24879 Studierendenhe... 1500 building
2 2 24885 NULL 1500 building
3 3 34339 Blaue Gans 1500  building
4 4 34901 SalzburgMuseu.. 1500 building
5 5 24907 | WULL 1500  building
6 & 34909 NULL 1500 building
7 7 24919 | NULL 1500  building
3 3 24921 NULL 1500 building
9 9 34925 NULL 1500  building
o 10 24931 NULL 1500 building

"7 show All Features _

Q Type tolocate (Ctrl+<) 1legend entries removed.

residential
NULL
hotel

public

roof
roof
roof

roof

@ E%IBE =
R 2

Coordinate | 349676 5295346 | 9 Scale |1:20364 |~ | (@ Magnifier | 100% | Rotation
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TASK

e Security risks

oThe password can be leaked somehow. Having the database only
accessible through a local network or a VPN is more secure.

oThe data can be lost or damaged so backups should be made

regularly. Also, the database server should be secured against physical
damage.

oHacking and SQL injections. Use prepared statements.



